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Abstract 
The exponential growth of digital technologies, coupled with increasing cross-border data flows, has 
positioned data as a critical economic, strategic, and security asset. In this context, data localization has 
emerged as a central policy tool for India to assert digital sovereignty, enhance cybersecurity, and 
safeguard the privacy of its citizens. Data localization mandates the storage and processing of certain 
categories of data within national borders, allowing governments greater oversight and control over 
sensitive information. However, such measures raise complex questions about global trade, cross-
border digital commerce, foreign investment, and compliance with international data protection norms. 
This paper critically examines India’s data localization initiatives within the broader legal, economic, 
and technological landscape. It explores the objectives of these policies, including protection of 
personal data, prevention of cyber threats, promotion of domestic data infrastructure, and alignment 
with international privacy standards. The study also highlights the challenges posed by stringent 
localization requirements, such as increased compliance costs for multinational corporations, potential 
restrictions on cross-border innovation, and tensions with free trade commitments under agreements 
such as the World Trade Organization (WTO) and emerging digital trade frameworks. Through a 
comparative analysis of global approaches, including practices in the European Union, the United 
States, and China, the paper identifies best practices and potential pitfalls for India in balancing 
privacy, security, and economic competitiveness. Furthermore, it evaluates the legal and regulatory 
frameworks underpinning data protection and localization, including the Personal Data Protection Bill 
and sector-specific mandates, while assessing the effectiveness and practical implications of these 
measures. 
 

Keywords: Data localization, digital sovereignty, privacy, cybersecurity, cross-border data flows, 
global trade, india, data protection, digital economy 
 

Introduction 
In the contemporary digital era, data has emerged as one of the most valuable resources, 
often likened to oil in terms of its strategic and economic significance. The global economy, 
governance systems, and security architectures increasingly depend on the generation, 
processing, and movement of data across borders. In this context, the concepts of data 
localization and digital sovereignty have assumed critical importance, particularly for 
countries like India that are navigating the twin challenges of rapid digitalization and 
safeguarding national interests. Data localization refers to the legal requirement that data 
generated within a nation’s borders must be stored and processed domestically, thereby 
ensuring that the jurisdictional control over such data rests firmly within the country. Digital 
sovereignty, on the other hand, is a broader concept encompassing a state’s ability to control, 
govern, and regulate its digital ecosystem, infrastructure, and technological assets in 
alignment with its legal frameworks, cultural values, and strategic objectives. Together, these 
concepts form the backbone of India’s current discourse on balancing privacy, security, and 
participation in global trade. 
India’s growing emphasis on data localization has been driven by multiple factors. First, the 
exponential growth of internet usage, with over 800 million active users, has resulted in 
massive volumes of personal and non-personal data being generated daily. This data is not 
merely a byproduct of digital activity; it is a critical driver of innovation, artificial 
intelligence, and the broader digital economy. The economic potential of such data makes it 
an attractive asset for domestic utilization, while its strategic value necessitates robust 
security measures. Second, the challenges of cross-border data access for law enforcement 
agencies have underscored the importance of having data stored domestically. When data is 
stored overseas, mutual legal assistance treaties (MLATs) or other diplomatic mechanisms 
are required to obtain access, often resulting in delays that hinder timely investigation and 
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prosecution in criminal and national security matters. Third, 
concerns about data exploitation by foreign technology 
corporations have added a dimension of digital self-reliance 
to the debate, with policymakers seeking to avoid what 
some describe as “data colonialism.” 
The legal framework in India for data governance has 
evolved significantly over the past decade. While earlier 
sector-specific regulations mandated data storage in 
industries such as payments, telecommunications, and 
insurance, the enactment of the Digital Personal Data 
Protection Act, 2023, marked a watershed moment. The Act 
establishes a rights-based framework for data protection, 
sets obligations for entities processing personal data, and 
introduces mechanisms for cross-border data transfer that 
balance openness with sovereign control. Importantly, it 
also enables the government to impose specific localization 
requirements on sensitive categories of data as deemed 
necessary. This approach reflects India’s attempt to combine 
regulatory flexibility with strategic oversight, recognizing 
that an overly rigid localization regime could impede 
participation in global trade while an overly lenient one 
could compromise privacy and security. 
Digital sovereignty, as conceptualized in the Indian context, 
extends beyond the mere physical storage of data. It 
includes the capacity to develop and manage indigenous 
technological infrastructure such as data centers, cloud 
computing systems, and digital public platforms like 
Aadhaar, UPI, and CoWIN. It also involves nurturing 
domestic capabilities in areas such as cybersecurity, 
artificial intelligence, and emerging technologies so that 
India is not overly dependent on foreign providers whose 
priorities may not align with national interests. This 
ambition aligns closely with the government’s broader 
vision of Aatmanirbhar Bharat (self-reliant India), which 
seeks to strengthen domestic industry while remaining 
globally competitive. 
The international dimension of this discourse cannot be 
ignored. India is deeply integrated into the global economy, 
and its digital trade relationships with other nations are 
influenced by international frameworks, bilateral 
agreements, and World Trade Organization (WTO) norms. 
Many advanced economies, particularly those in the 
European Union, have developed comprehensive data 
protection regimes that permit controlled cross-border data 
flows, often subject to adequacy decisions. In contrast, some 
countries like China have adopted more stringent data 
localization and cybersecurity measures to assert digital 
sovereignty. India’s approach appears to be a hybrid, 
seeking to safeguard domestic interests while maintaining 
an openness necessary for trade, investment, and 
technological cooperation. This balancing act requires 
careful policy design to avoid trade disputes and ensure 
interoperability with global data governance systems. 
From a conceptual standpoint, the framework for this 
research integrates four interlinked dimensions. The first is 
the regulatory-legal dimension, which examines the 
statutory and policy measures governing data localization 
and digital sovereignty in India. This includes the role of the 
Digital Personal Data Protection Act, 2023, sector-specific 
mandates, and the institutions responsible for enforcement, 
such as the proposed Data Protection Board of India. The 
second is the security-sovereignty dimension, which focuses 
on how data localization supports national security 
objectives, facilitates law enforcement, and reduces 
exposure to cyber threats, foreign surveillance, and 

geopolitical vulnerabilities. The third is the economic-
innovation dimension, which assesses how localization 
impacts economic growth, innovation ecosystems, and the 
competitiveness of domestic and foreign businesses 
operating in India. This involves analyzing potential 
benefits such as the growth of local data center industries 
alongside possible downsides such as increased operational 
costs and reduced efficiency in global supply chains. The 
fourth is the global-governance and trade dimension, which 
situates India’s policies within the international context, 
exploring how they align or conflict with global digital trade 
norms, multilateral commitments, and the strategies of other 
major economies. 
 
The interplay among these dimensions forms the crux of 
India’s challenge: how to protect the privacy of its citizens, 
secure its digital infrastructure, and foster economic growth, 
all while engaging productively in the global digital 
economy. This research paper positions itself at the 
intersection of these debates, seeking to analyze India’s 
evolving data localization and digital sovereignty strategies 
through an integrated lens. It aims to go beyond a 
descriptive account of policies to critically assess their 
coherence, efficacy, and long-term implications for the 
country’s legal system, economy, and international standing. 
The conceptual framework also recognizes that the debate 
on data localization is not static but dynamic, shaped by 
technological advancements, shifting geopolitical realities, 
and evolving societal expectations regarding privacy and 
security. Emerging technologies such as quantum 
computing, edge computing, and advanced AI will further 
complicate the question of where and how data is stored, 
processed, and governed. Likewise, global events—ranging 
from cybersecurity incidents to shifts in trade alliances—
will influence the trajectory of India’s policies. This 
research, therefore, adopts a forward-looking perspective, 
considering not only the current state of play but also the 
potential scenarios that may unfold in the coming years. 
By grounding the analysis in this multidimensional 
conceptual framework, the study will provide a 
comprehensive understanding of how India is navigating the 
crossroads of privacy, security, and global trade in its 
pursuit of data localization and digital sovereignty. The 
ultimate objective is to contribute to the broader discourse 
on how nations can assert control over their digital destinies 
without retreating into protectionism, ensuring that the 
digital future is both sovereign and globally connected. 

 

Evolution of Data Localization Policies in India 

1. The pre-localization baseline (2000-2017): IT Act + 

SPDI Rules permit controlled cross-border transfers 
For nearly two decades, India’s default rule for personal 
data was not localization but conditional transfer. The 
Information Technology Act, 2000 was supplemented 
in 2011 by the IT (Reasonable Security Practices and 
Procedures and Sensitive Personal Data or Information) 
Rules (“SPDI Rules”). These allowed companies to 
transfer “sensitive personal data or information” abroad 
if (a) the recipient ensured a “same level of protection” 
as under the Rules, and (b) the transfer was necessary 
for a contract or the individual had consented. This 
combination meant that—outside a few regulated 
sectors—firms could process and store data outside 
India if they built the right contractual and 
organizational safeguards.  
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2. Early sectoral signals (2015-2017): Insurance, 

Aadhaar security, and sector record-keeping 
Well before any omnibus privacy law, specific 
regulators began tightening storage and security 
expectations. In insurance, the IRDAI (Maintenance of 
Insurance Records) Regulations, 2015 required insurers 
to maintain prescribed records in India—an early 
instance of sectoral “on-soil” storage. Around the same 
time, the Aadhaar ecosystem (administered by UIDAI 
under the Aadhaar Act, 2016 and subsequent 
regulations) hardened security obligations (e.g., 
Aadhaar Data Vault controls and encryption with 
HSMs) and limited sharing of core biometrics; while 
these are primarily security/usage controls rather than a 
formal localization statute, they reinforced a preference 
for strict custody inside India’s jurisdictional reach.  

3. The watershed: RBI’s 2018 payments-data circular 
India’s first unequivocal, economy-shaping localization 
mandate came from the central bank. On April 6, 2018, 
the Reserve Bank of India (RBI) directed all payment 
system providers to ensure that “the entire data relating 
to payment systems operated by them” be stored in 
systems located only in India (with a six-month 
compliance window). Subsequent FAQs and 
supervisory communications clarified scope (including 
end-to-end transaction data, payment credentials, etc.) 
and audit expectations. The rule catalyzed large-scale 
investment in Indian data centers and forced global 
payment players to re-architect data flows or maintain 
“mirror” arrangements compliant with the RBI’s 
reading.  

4. 2018-2019: The Srikrishna draft, the 2019 PDP Bill, 

and draft e-commerce policy widen the debate 
In 2018, the Srikrishna Committee’s draft Personal 
Data Protection Bill introduced the architecture of 
“personal,” “sensitive personal,” and a (to-be-notified) 
“critical personal” data class—together with 
localization layers: a copy-in-India requirement for 
sensitive data and full in-India processing for critical 
data. The government’s formal Personal Data 
Protection Bill, 2019 carried these ideas forward: (i) 
sensitive personal data could be transferred abroad with 
safeguards while a copy stayed in India; and (ii) critical 
personal data had to be stored and processed only in 
India. This was India’s first cross-sector legislative 
proposal to embed localization by design. In parallel, 
the Department for Promotion of Industry and Internal 
Trade’s Draft National E-Commerce Policy (2019) 
argued for localization to prevent “data colonization” 
and to capture domestic value from data, further 
mainstreaming localization as an industrial policy lever.  

5. 2020-2021: Non-personal data (NPD) framing and 

JPC recommendations 
As the PDP Bill moved through Parliament, the 
government commissioned an Expert Committee (Kris 
Gopalakrishnan, chair) on Non-Personal Data. Its 2020 
and revised 2020/2021 reports proposed recognizing 
sovereign/community interests in NPD and 
contemplated mandatory data-sharing for public 
good—an approach consistent with the state’s broader 
data as a national resource narrative (not itself a 
localization rule, but synergistic with it). Meanwhile, in 
December 2021, the Joint Parliamentary Committee 
(JPC) examining the 2019 Bill recommended that the 
government devise a comprehensive data-localization 

policy and endorsed stricter state control over outbound 
flows—retaining the sensitive/critical tiering and even 
suggesting mirror-copy repatriation for legacy datasets.  

6. 2022: CERT-In’s incident-response directions 

introduce de facto log localization 
Separate from privacy law reform, the national incident 
response agency (CERT-In) issued directions on April 
28, 2022 mandating that entities maintain logs of all 
ICT systems for 180 days within India and furnish them 
upon demand. Coming into force later that year, these 
directions effectively localized a critical slice of 
operational telemetry across sectors (even for global 
firms) and reshaped compliance architectures for cloud 
and security tooling.  

7. 2022-2023: Withdrawal of the PDP Bill and the 

DPDP Act’s different tack 
After years of deliberation, the government withdrew 
the 2019 PDP Bill in August 2022, signaling a reset. In 
August 2023, Parliament enacted the Digital Personal 
Data Protection Act (DPDP Act), 2023. Unlike its 
predecessors, the DPDP Act does not hard-code broad 
localization tiers. Instead, it authorizes the central 
government to regulate cross-border transfers via 
negative lists (i.e., by notifying countries/territories 
where transfers are restricted) and to impose targeted 
localization via rules or sectoral measures if needed. 
This marked a policy pivot: from generalized 
localization (2019 model) to a flexible, government-
notified gatekeeping of destinations  

8. 2024-2025: Draft DPDP Rules and a still-to-be-

operational law; continuity of sectoral mandates 
Through 2024-2025, the government consulted on draft 
DPDP Rules—provisions that, according to industry 
commentary, could re-introduce specific localization 
obligations in certain contexts despite the Act’s 
ostensibly open design for cross-border flows. As of 
August 2025, multiple credible trackers and law-firm 
analyses note that while the DPDP Act is enacted, final 
notification/commencement (and therefore operative 
obligations) remains pending—even as sectoral 
mandates (RBI payments data, CERT-In log storage, 
insurance record-keeping, and various license 
conditions in telecom/satellite contexts) continue to 
operate and, in practice, anchor substantial volumes of 
data on Indian soil.  

 

Constitutional and Statutory Dimensions of Digital 

Sovereignty 
The concept of digital sovereignty in India finds its 
foundational roots in the constitutional scheme, where the 
interplay between the fundamental rights of individuals and 
the sovereign powers of the State defines the boundaries of 
governance in cyberspace. At its core, digital sovereignty 
refers to the State’s ability to assert control over digital 
infrastructure, data flows, and cyberspace activities within 
its jurisdiction, ensuring that technological advancements 
operate in alignment with national interests. In the Indian 
context, the constitutional framework provides both 
enabling authority and protective constraints for the exercise 
of such sovereignty. The balance lies in upholding the rights 
of citizens—particularly the right to privacy—while also 
preserving the nation’s security, economic integrity, and 
policy autonomy in an increasingly interconnected digital 
world. 
The starting point of any constitutional analysis on digital 
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sovereignty is Article 21 of the Constitution of India, which 
guarantees the right to life and personal liberty. The 
landmark judgment in Justice K.S. Puttaswamy (Retd.) v. 
Union of India (2017) elevated the right to privacy as a 
fundamental right intrinsic to Article 21. This recognition 
brought personal data within the ambit of constitutional 
protection, creating a legal imperative for the State to 
safeguard such data from unauthorized access, misuse, and 
exploitation. Digital sovereignty, therefore, is not merely a 
matter of state control over data; it also includes the State’s 
duty to protect citizens’ informational autonomy from both 
domestic and foreign actors. This dual obligation—asserting 
sovereignty while safeguarding individual rights—lies at the 
heart of India’s constitutional vision for the digital era. 
Article 19(1)(a), which guarantees the freedom of speech 
and expression, also plays a crucial role in shaping the 
contours of digital sovereignty. In the online environment, 
expression takes place through platforms, social media 
networks, and digital communication channels, all of which 
are susceptible to cross-border influence and foreign 
control. While Article 19(2) allows the State to impose 
reasonable restrictions in the interests of sovereignty and 
integrity of India, security of the State, public order, and 
other grounds, the application of these restrictions in the 
digital domain requires careful calibration to prevent 
excessive censorship or unwarranted interference in online 
freedoms. This tension between regulation and liberty is a 
recurring theme in debates over data localization, platform 
governance, and digital trade policy. 
The constitutional provisions relating to economic 
sovereignty are equally significant. Article 38 and Article 39 
of the Directive Principles of State Policy (DPSPs) mandate 
the State to strive for social, economic, and political justice 
and to ensure that the ownership and control of material 
resources are distributed in a manner that serves the 
common good. In the digital age, data has emerged as a vital 
economic resource, often referred to as the “new oil.” 
Control over data flows—both within and outside the 
country—becomes essential to prevent monopolization by 
foreign entities and to ensure that economic benefits arising 
from data-driven innovation accrue to the domestic 
economy. By linking data governance to constitutional 
directives, the State can justify regulatory interventions 
aimed at promoting indigenous technological development, 
fostering competitive markets, and reducing dependency on 
foreign digital infrastructure. 
On the statutory side, several laws and regulatory 
instruments collectively form the backbone of India’s 
approach to digital sovereignty. The Information 
Technology Act, 2000 (IT Act) remains the primary 
legislation governing digital transactions, cybercrimes, and 
data security in India. While originally enacted to facilitate 
e-commerce and combat cybercrimes, its scope has 
expanded through amendments and rules such as the 
Information Technology (Reasonable Security Practices and 
Procedures and Sensitive Personal Data or Information) 
Rules, 2011. These provisions regulate how organizations 
collect, store, process, and transfer sensitive personal data, 
thereby laying a legal foundation for data protection within 
a sovereignty framework. 
In 2023, the enactment of the Digital Personal Data 
Protection Act marked a significant shift toward a 
comprehensive rights-based data protection regime. The Act 
outlines obligations for data fiduciaries, rights for data 
principals, and restrictions on cross-border data transfers. 

While it permits transfers to certain jurisdictions, it also 
empowers the government to notify countries or territories 
where transfers may be restricted. This approach reflects a 
sovereignty-driven strategy, where India retains the 
discretion to determine trusted digital partners based on 
geopolitical, economic, and security considerations. The 
Act, therefore, operationalizes the constitutional mandate to 
protect privacy while reinforcing the State’s prerogative to 
control cross-border data flows. 
Other sectoral regulations also contribute to the statutory 
architecture of digital sovereignty. For instance, the Reserve 
Bank of India’s 2018 directive on payment data localization 
mandates that all payment system operators store data 
related to payment transactions solely within India. 
Similarly, guidelines issued by the Telecom Regulatory 
Authority of India (TRAI) and the Department of 
Telecommunications (DoT) require compliance with 
domestic infrastructure and licensing norms for telecom and 
internet service providers. These measures collectively 
ensure that critical data infrastructure remains subject to 
Indian jurisdiction, thereby reducing exposure to foreign 
legal processes and enhancing national security. 
National security considerations also find statutory support 
in laws such as the Indian Telegraph Act, 1885, and the 
National Security Act, 1980, which empower the 
government to intercept communications, block access to 
certain online content, and take preventive measures in the 
interest of public safety. While such powers are subject to 
judicial scrutiny and constitutional limitations, they form an 
integral part of the sovereignty framework, enabling the 
State to respond to cyber threats, disinformation campaigns, 
and cross-border digital interference. 
The international trade dimension adds further complexity 
to the constitutional and statutory discourse on digital 
sovereignty. India’s participation in global trade 
negotiations, such as at the World Trade Organization 
(WTO) and in regional trade agreements, involves 
commitments on cross-border data flows, e-commerce, and 
digital services. However, constitutional imperatives and 
statutory measures allow India to adopt a cautious approach, 
ensuring that international commitments do not undermine 
domestic regulatory autonomy. This cautious stance is 
evident in India’s resistance to binding obligations on free 
data flows in plurilateral negotiations on e-commerce, 
reflecting a policy preference for retaining maximum 
sovereignty over digital resources. 
Overall, the constitutional and statutory dimensions of 
digital sovereignty in India reflect a carefully balanced 
framework—one that recognizes the transformative power 
of data and digital technologies, while also acknowledging 
the need for democratic oversight, rights protection, and 
strategic autonomy. By grounding digital sovereignty in 
constitutional values and reinforcing it through targeted 
statutory measures, India seeks to navigate the complex 
terrain of privacy, security, and global trade. The challenge 
lies in maintaining this balance in the face of rapid 
technological change, evolving global norms, and the 
growing influence of transnational digital corporations. 
 

Data Localization and Global Trade Commitments: The 

Legal Intersection 
1. Conceptual Overlap between Data Localization and 

Global Trade Rules 
Data localization refers to regulatory requirements 
mandating that data about a nation’s citizens or 
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residents be collected, processed, and stored within that 
nation’s borders. Global trade commitments, under 
frameworks like the General Agreement on Trade in 
Services (GATS) and Free Trade Agreements (FTAs), 
often promote the free flow of cross-border data. This 
creates an inherent tension: localization promotes 
sovereignty and national security, while trade rules 
encourage liberalized information flows for economic 
growth. 

2. WTO and the Free Flow of Data 
Although the World Trade Organization (WTO) does 
not have a standalone digital trade agreement, 
provisions under GATS—especially on “cross-border 
supply of services”—are often interpreted as covering 
data transfers. If a country enforces strict localization 
laws, it might face accusations of creating non-tariff 
barriers to trade, unless such measures fall under 
exceptions like “public order” or “national security” 
under Article XIV of GATS. 

3. India’s Policy Shift and Trade Negotiation Stance 
India’s initial approach in the early 2000s was liberal in 
terms of data flows, consistent with its IT-BPO 
industry’s export-oriented model. However, post-2017, 
policy documents like the Draft National E-Commerce 
Policy and RBI’s 2018 directive for payment data 
localization signaled a shift towards stronger domestic 
control over data. This shift has influenced India’s 
positions in ongoing negotiations, such as the WTO 
Joint Statement Initiative on e-commerce, where India 
has resisted binding commitments on cross-border data 
flows. 

4. 4. Balancing National Security and Trade 

Liberalization 
India justifies data localization on grounds of 
cybersecurity, prevention of foreign surveillance, and 
ensuring easier law enforcement access to data stored 
domestically. These concerns align with the “security 
exception” clauses in WTO law, but the scope of such 
exceptions is contested. Overbroad application could be 
challenged as disguised protectionism, which might 
affect India’s trade relationships. 

5. 5. Bilateral and Regional Trade Agreements 
Modern FTAs, such as the Comprehensive and 
Progressive Agreement for Trans-Pacific Partnership 
(CPTPP) and the USMCA, explicitly prohibit data 
localization requirements unless justified by narrowly 
tailored exceptions. India’s reluctance to join such 
agreements stems partly from the fear of losing 
regulatory autonomy. In contrast, trade partners often 
view localization as a trade barrier that increases costs 
for multinational companies. 

6. 6. Digital Economy Partnership and E-commerce 

Clauses 
Some plurilateral initiatives, like the Digital Economy 
Partnership Agreement (DEPA), promote 
interoperability of data governance frameworks. India 
has not yet joined such initiatives but may face pressure 
to adopt similar standards in future trade deals. The 
challenge will be to craft clauses that reconcile digital 
sovereignty with commitments to market access. 

7. 7. Impact on Cross-Border Digital Services 
Data localization can increase operational costs for 
cloud service providers, fintech companies, and global 
e-commerce platforms. While this may encourage 
domestic investment in data centers, it can also reduce 

competitiveness in cross-border service delivery, 
potentially impacting India’s digital export earnings. 

8. Legal Risk of WTO Dispute Settlement 
If India enacts stringent data localization mandates, 
they could be challenged at the WTO by trade partners 
as being inconsistent with GATS obligations. While 
India could invoke the national security exception, 
recent WTO panel rulings suggest that such exceptions 
are not entirely self-judging, meaning a country must 
still demonstrate genuine necessity. 

9. The Way Forward: Regulatory Coherence 
To avoid friction, India must design data localization 
laws with clear proportionality, transparency, and non-
discrimination principles. Embedding localization 
within a broader framework of data protection, 
competition law, and trade facilitation can help ensure 
compliance with both domestic policy goals and 
international trade commitments. 

 

Comparative Analysis: Lessons from Global Practices 
Data localization has emerged as a significant policy tool 
worldwide, driven by concerns over national security, 
citizen privacy, and control over economic resources. 
However, the scope, enforcement mechanisms, and 
motivations differ across jurisdictions. Examining global 
practices provides valuable lessons for India to refine its 
own legal framework, balance digital sovereignty with 
international trade obligations, and remain competitive in 
the global digital economy. 

 

The European Union (EU) - The GDPR Approach 
The EU’s General Data Protection Regulation (GDPR), 
implemented in 2018, does not explicitly mandate blanket 
data localization but imposes stringent cross-border transfer 
requirements. Data can be transferred outside the EU only to 
jurisdictions that the European Commission deems to have 
“adequate” data protection standards or through 
mechanisms like Standard Contractual Clauses (SCCs) and 
Binding Corporate Rules (BCRs). 

 Lesson for India: Rather than enforcing rigid storage 
mandates, India could consider an “adequacy decision” 
model where trusted partners are allowed cross-border 
transfers, thus maintaining trade flow while protecting 
personal data. 

 

Russia - Strict Localization for National Security 
Russia’s Federal Law No. 242-FZ (2015) mandates that 
personal data of Russian citizens must be stored and 
processed on servers located within Russia. This is framed 
as a national security measure to prevent foreign 
surveillance. Enforcement includes hefty fines and even 
blocking access to non-compliant platforms (e.g., LinkedIn 
was banned in 2016). 

 Lesson for India: Excessive strictness can cause trade 
disruptions and limit access to global platforms, 
impacting innovation. India must balance national 
security needs with global integration. 

 

China - The Cybersecurity Law and Beyond 
China’s Cybersecurity Law (2017) and related Data Security 
Law (2021) and Personal Information Protection Law 
(PIPL) require critical information infrastructure operators 
(CIIOs) to store personal and important data domestically. 
Cross-border transfers are subject to security assessments 
and sometimes government approvals. 
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 Lesson for India: Security assessments before cross-
border data transfer can help India create a risk-tiered 
approach — sensitive data faces stricter controls, while 
less-sensitive data flows more freely. 

 

United States - Sectoral Approach 
The U.S. does not have a comprehensive federal data 
localization mandate but follows a sectoral regulation 
model. For example, the Health Insurance Portability and 
Accountability Act (HIPAA) regulates health data, while the 
Gramm-Leach-Bliley Act (GLBA) regulates financial data. 
Data transfers are generally unrestricted, but the U.S. uses 
Cloud Act agreements and bilateral arrangements for law 
enforcement access. 

 Lesson for India: Sector-specific localization could 
reduce compliance burdens while targeting sensitive 
sectors for stricter controls. 

 

Brazil - The LGPD and Balanced Model 
Brazil’s Lei Geral de Proteção de Dados (LGPD), modeled 
on the GDPR, does not enforce full localization but requires 
legal grounds for cross-border transfers. Adequacy 
decisions, contractual safeguards, and international 
cooperation are emphasized. 

 Lesson for India: Following Brazil’s example, India 
could integrate flexible transfer mechanisms within its 
Digital Personal Data Protection Act (DPDPA) 
framework. 

 
Comparison Table: Global Data Localization Approaches 

 

Country/Region Key Law(s) 
Localization 

Requirement 

Cross-Border Data 

Transfer Mechanism 

Primary 

Motivation 
Enforcement Lesson for India 

European Union GDPR (2018) 
No blanket 

localization; 
conditional transfer 

Adequacy decisions, 
SCCs, BCRs 

Privacy 
protection 

Heavy fines (up 
to 4% global 

turnover) 

Adequacy-based, 
trust-driven 

model 

Russia 
Federal Law No. 242-

FZ (2015) 

Mandatory local 
storage for personal 

data 

No transfer without 
compliance 

National 
security 

Blocking, fines 
Avoid over-

restriction; ensure 
innovation 

China 
Cybersecurity Law 

(2017), Data Security 
Law (2021), PIPL 

Mandatory for 
CIIOs; others 
conditional 

Government approval, 
security review 

National 
security, state 

control 

High penalties, 
business license 

revocation 

Tiered security 
approach for data 

United States 
HIPAA, GLBA, CCPA 

(state level) 
No federal 
localization 

Sectoral compliance, 
bilateral agreements 

Economic 
openness, 
innovation 

Civil penalties, 
lawsuits 

Sector-specific 
regulation 

Brazil LGPD (2020) 
No blanket 
localization 

Adequacy, contractual 
clauses 

Privacy, trade 
facilitation 

Administrative 
sanctions 

Flexible hybrid 
model 

 

Challenges, Criticisms, and Stakeholder Perspectives 
The debate surrounding data localization and digital 
sovereignty in India is multi-faceted, involving legal, 
economic, technological, and geopolitical dimensions. 
While policymakers argue that localizing data enhances 
security, privacy, and regulatory control, critics raise 
concerns regarding trade restrictions, innovation barriers, 
and economic inefficiencies. The issue becomes more 
complex when considering the perspectives of different 
stakeholders — governments, businesses, consumers, and 
international organizations — each of whom evaluates the 
policy through a distinct lens. 

 

Economic and Business Challenges 
One of the most significant criticisms of India’s data 
localization push comes from the private sector, especially 
multinational corporations in technology, e-commerce, and 
fintech. For these entities, storing and processing data 
exclusively within Indian borders entails: 

 Higher Infrastructure Costs: Companies are 
compelled to invest in local data centers, redundant 
storage systems, and security frameworks, which 
substantially raise operational costs. 

 Loss of Economies of Scale: Many global companies 
operate centralized data hubs to minimize costs and 
optimize processing efficiency. Data localization 
disrupts this model. 

 Impact on Small and Medium Enterprises (SMEs): 
While large corporations may absorb the costs, SMEs—
especially startups—face disproportionate financial 
burdens. 

 
International trade bodies like the US-India Business 

Council (USIBC) and the European Business Group (EBG) 
have repeatedly cautioned that excessive localization 
requirements could deter foreign investment and hamper 
India’s ambition to be a global digital hub. 
 

Technological and Innovation-Related Concerns 
Data localization can inadvertently slow down technological 
innovation due to: 

 Reduced Access to Advanced Global Cloud Services: 
Some cloud service providers operate from specific 
geographies; localization mandates may restrict their 
availability. 

 Fragmentation of the Internet (Digital 
Balkanization): Forced data silos can limit the 
seamless flow of information, undermining 
collaborative innovation. 

 Stifling of AI and Big Data Research: AI and 
machine learning thrive on large, diverse datasets. 
Restricting data flows can reduce dataset diversity, 
affecting research quality. 

 
Technology experts argue that interoperable, privacy-
preserving frameworks like data adequacy agreements or 
cross-border transfer mechanisms can achieve security 
without stifling innovation. 

 

Legal and Regulatory Complexities 
India’s push for data localization intersects with multiple 
laws, creating compliance uncertainties: 

 Overlap Between Sectoral and General Regulations: 
For example, the RBI’s 2018 directive for payment data 
storage, combined with the Digital Personal Data 
Protection Act (DPDPA) 2023, creates multiple 
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compliance layers. 

 Ambiguity in Data Classification: Terms like “critical 
personal data” or “sensitive personal data” are 
sometimes vaguely defined, leading to interpretation 
disputes. 

 Conflicts with International Trade Obligations: 
Under WTO’s General Agreement on Trade in Services 
(GATS), overly restrictive data policies could be 
challenged as barriers to trade. 

 
Legal scholars point out that overregulation without 
harmonization can lead to an enforcement quagmire and 
litigation overload. 
 

Cybersecurity Considerations 
Proponents argue that keeping data within national borders 
reduces exposure to foreign cyberattacks, but critics note: 

 Security Depends on Capability, Not Location: Local 
storage does not automatically ensure safety if 
cybersecurity infrastructure is weak. 

 Single-Point Vulnerabilities: Centralizing data 
domestically could create large, attractive targets for 
hackers. 

 Need for Global Incident Response Cooperation: 
Cyber threats are inherently transnational; cooperation 
often requires seamless cross-border data flows. 

 
Cybersecurity experts advocate for resilience-oriented 
strategies — encryption, anonymization, multi-cloud 
redundancy — rather than location-based controls alone. 

 

Consumer Rights and Privacy Concerns 
While policymakers frame localization as a privacy-
enhancing measure, civil society groups like Internet 
Freedom Foundation (IFF) warn of: 

 Increased Government Surveillance: Greater control 
over domestic servers may enable mass monitoring and 
weaken privacy protections. 

 Lack of Independent Oversight: In absence of strong 
data protection authorities with real autonomy, 
localization could be misused for political or security 
purposes. 

 False Sense of Privacy: If domestic data protection 
laws are weak, mere localization does not prevent 
misuse or breaches. 

 
From a citizen’s perspective, trust in the governance 
framework is as critical as the physical location of the data. 
 

International Trade and Diplomatic Repercussions 
Data localization has the potential to create trade tensions: 

 The United States has repeatedly expressed concern 
that Indian localization policies may unfairly 
disadvantage foreign service providers. 

 The European Union, while supportive of strong data 
protection, prefers adequacy-based transfer frameworks 
over rigid localization. 

 Localization mandates could invite retaliatory measures 
from trade partners, impacting broader economic 
relations. 

 
India’s challenge lies in balancing sovereignty with trade 
openness to avoid isolation in the digital economy. 

 

 

Proposed Framework for Balanced Regulation in India 

1) Policy objectives (what success looks like) 

 Protect rights: Safeguard informational privacy and 
due process while preventing mass surveillance. 

 Enable growth: Keep cross-border data flows open for 
exports, AI/analytics, and cloud services. 

 Strengthen security & resilience: Improve lawful 
access, incident response, and critical-infrastructure 
protection. 

 Be trade-compatible: Reduce the risk of WTO/FTA 
friction through proportional, non-discriminatory rules. 

 Minimize compliance drag: Especially for 
startups/SMEs via templates, certifications, and shared 
utilities. 

2) Core regulatory principles 

 Legality, necessity, proportionality: Any restriction 
on cross-border transfers must pass a recorded three-
part test. 

 Data minimization & purpose limitation: Default to 
collect less; use only for stated purposes. 

 Technology neutrality with accountability: Rules 
should describe outcomes, not prescribe vendors. 

 Interoperability & adequacy: Prefer trust-based 
transfers over blanket localization. 

 Transparency & contestability: Clear notices, reasons 
for decisions, and accessible appeal routes. 

3) Governance architecture (who does what) 

 Nodal privacy regulator: Empower the Data 
Protection Board of India (DPB) with quasi-judicial 
powers, budget autonomy, and rulemaking consultation 
duties. 

 Sectoral regulators alignment council: A standing 
council (DPB + RBI + IRDAI + TRAI/DoT + MeitY + 
CERT-In) to harmonize circulars and timelines; publish 
joint guidance where mandates overlap. 

 Independent oversight for state access: A small 
judicial/retired-judge panel to pre-authorize exceptional 
bulk access and review sensitive cross-border blocks. 

4) Legal instruments to operationalize the framework 

 DPDP Rules (Cross-Border Transfers): Move from a 
pure “negative list” to a three-lane model (below). 

 Standard contractual clauses (SCCs) & Binding 
corporate rules (BCRs): Model templates notified by 
MeitY/DPB to cut legal friction. 

 Certification schemes: Voluntary but incentivized 
certifications (e.g., “Trusted Cloud-India”, “Privacy-by-
Design-Gold”) mapped to ISO/IEC standards. 

5) Three-lane cross-border transfer regime 

 Lane A (Trusted Partners): Countries granted 
adequacy (reciprocity, rule-of-law, redress). Transfers 
allowed with baseline controls. 

 Lane B (Standard Safeguards): No adequacy, but 
permitted via SCC/BCR + DPIA + audit rights. 

 Lane C (Restricted/Blocked): Explicitly notified 
territories (security/rights concerns). Transfers only by 
exceptional permit with strict conditions. 

6) Smart localization (targeted, not blanket) 

 Mandate on-soil storage only for: Tier-1 data; CERT-In 
180-day security logs; datasets where regulators show a 
concrete enforcement need. 

 Mirroring (copy-in-India) for certain Tier-2 datasets 
where response latency or supervisory access is 
demonstrably required (payments, systemically 
important fintech). 
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 No localization for Tier-3/4 by default; rely on 
safeguards. 

7) Lawful access & surveillance safeguards 

 Single secure gateway: A digital warrant system with 
immutable audit trails; standardized turnaround times 
for providers. 

 Judicial pre-authorization for bulk or sensitive 
queries; post-facto DPB notification for transparency 
statistics. 

 User transparency: Annual transparency reports 
(aggregated) by state and large platforms; strict 
penalties for parallel/extra-legal access. 

8) Cybersecurity baseline (defense beats location) 

 Mandatory controls: Risk-based security (asset 
inventory, encryption at rest/in transit, key management 
in India for Tier-1, MFA, logging, EDR, backup & 
restore testing). 

 Breach duties: 72-hour regulator notice; user notice 
when risk of harm is non-trivial; coordinated disclosure 
safe harbors. 

 Supply-chain security: Vendor risk assessments; 
SBOM for critical software; cloud shared-responsibility 
matrices. 

9) Compliance tools & SME enablement 

 Govt-issued SCC/BCR templates with commentary. 

 Model privacy notices and DPIA checklists (short + 
long forms). 

 Shared utilities: GoI-backed KMS/HSM as a service 
for startups; subsidized VPC peering to India regions; 
sandboxed test data vaults. 

 RegTech portal: One-stop filings to DPB/CERT-
In/RBI/IRDAI with APIs; machine-readable licenses. 

10) Harmonization across sectors 

 Mapping table (publish & maintain quarterly): 
a) Payments: RBI on-soil; cross-border mirroring allowed 

under defined conditions. 
b) Telecom/OTT comms: lawful intercept interfaces + 

retention windows aligned with DPDP. 
c) Insurance/health: sensitive data = Lane B with SCC + 

local copy for claims fraud systems. 
d) Critical infra: Tier-1 by default. 

 No duplicate audits: Mutual recognition of audits 
among DPB/RBI/IRDAI where scopes overlap. 

11) Trade-compatibility guardrails 

 Non-discrimination: Rules apply equally to domestic 
and foreign entities for like-situated processing. 

 Least-restrictive means: Record a proportionality 
memo when imposing localization or adding countries 
to Lane C. 

 Regulatory diplomacy: Pursue bilateral adequacy 
(EU-style) with top partners; join/plurilaterals on digital 
economy principles where feasible. 

12) Digital Public Infrastructure (DPI) alignment 

 Offer DPI rails (Consent Manager, secure data 
exchange, verifiable credentials) to reduce private 
compliance build cost. 

 Privacy by architecture: Default selective disclosure, 
purpose-bound tokens, revocation. 

13) Enforcement, remedies, and incentives 

 Risk-weighted penalties: Higher ceilings for reckless 
Tier-1 breaches; lower for first-time SME lapses 
corrected fast. 

 Positive incentives: Reduced inspection frequency, 
procurement preference, and “trusted exporter” badges 

for certified firms. 

 Individual remedies: Simple grievance redress portals; 
mediation, then DPB adjudication; class-like 
representative actions for systemic harms. 

14) Regulatory sandboxes & supervised innovation 

 Cross-border data sandbox: Time-bound trials for 
AI/fintech/health with lighter transfer rules but strong 
telemetry. 

 Outcome-based waivers: If privacy/security outcomes 
exceed baseline, allow alternative controls. 

15) Phased implementation roadmap 

 Phase 0 (0-6 months): Notify SCC/BCR templates; 
publish taxonomy & lanes; stand-up alignment council; 
release DPIA/notice templates; set transparency report 
formats. 

 Phase 1 (6-18 months): Adequacy assessments for top 
partners; certify “Trusted Cloud-India”; mandate 
CERT-In logging fabric; limited mirroring for high-risk 
Tier-2. 

 Phase 2 (18-36 months): Review sectoral overlaps; 
expand adequacy list; convert sandbox lessons into 
permanent rules; tighten Lane C criteria with periodic 
review. 

16) Key metrics (publish quarterly) 

 Rights & trust: Breach notifications resolved (median 
days), user complaints closed, transparency stats. 

 Security: Mean time to detect/respond 
(MTTD/MTTR), % encryption coverage, critical CVE 
closure times. 

 Trade & growth: Export revenue of digital services, 
latency impact benchmarks, adequacy coverage (% of 
partner markets). 

 Compliance burden: SME compliance hours/cost 
index; audit duplication rate. 

 

Conclusion 
The discourse on data localization and digital sovereignty in 
India reflects a profound tension between safeguarding 
national interests and upholding commitments to a globally 
integrated economy. India’s evolving stance on data 
governance is not an isolated development but a strategic 
response to the geopolitical realities of the digital age, 
wherein data is both a critical economic resource and a 
potential vulnerability. The push for localization is rooted in 
legitimate objectives—protecting citizens’ privacy, ensuring 
law enforcement access to data, reducing dependence on 
foreign infrastructure, and strengthening domestic digital 
ecosystems. However, these goals must be pursued in 
harmony with constitutional guarantees, statutory 
safeguards, and international trade obligations. 
While the Personal Data Protection Bill (now Digital 
Personal Data Protection Act, 2023) and sector-specific 
regulations have laid the groundwork for a structured 
approach, the present regulatory landscape still lacks clarity 
on scope, implementation mechanisms, and harmonization 
with cross-border trade rules. Internationally, India must 
tread cautiously—avoiding overtly protectionist measures 
that might trigger disputes under the WTO or jeopardize 
trade negotiations—while asserting its sovereign right to 
regulate data for national security and public interest. 
Global experience demonstrates that a balanced regulatory 
approach, combining data sovereignty with interoperable 
frameworks for cross-border transfers, can deliver mutual 
benefits. The EU’s GDPR and its adequacy regime, China’s 
multi-layered data laws, and sectoral rules in countries like 
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Australia and Brazil highlight the feasibility of achieving 
strategic autonomy without isolating from global value 
chains. India’s future success lies in learning from these 
models, adapting them to its unique socio-economic context, 
and ensuring that data localization serves as an enabler 
rather than a barrier to innovation and trade. 
Therefore, the way forward requires a cohesive, transparent, 
and technologically adaptive framework that integrates 
constitutional values, economic realities, and international 
best practices—ensuring that India’s digital sovereignty 
enhances, rather than restricts, its global competitiveness. 
 

Suggestion 

1. Adopt a Tiered Localization Approach 
a) Categorize data into distinct classes—critical, sensitive 

personal, and non-sensitive—each with tailored 
localization requirements. 

b) Mandate complete localization only for critical data 
(e.g., defense, national security), while allowing 
regulated cross-border flows for others. 

2. Develop Bilateral and Multilateral Data Transfer 

Agreements 
a) Negotiate "data adequacy" agreements similar to the 

EU model, ensuring Indian companies can transfer data 
lawfully to trusted jurisdictions. 

b) Embed robust safeguards and reciprocal enforcement 
mechanisms to ensure mutual compliance. 

3. Strengthen Technological Infrastructure 
a) Incentivize domestic and foreign investments in secure, 

scalable, and energy-efficient data centers within India. 
b) Encourage public-private partnerships to reduce 

compliance burdens on smaller enterprises. 

4. Integrate Privacy-by-Design Principles in 

Regulation 
a) Ensure that any localization mandate is accompanied by 

explicit security, encryption, and access control 
standards. 

b) Avoid a narrow focus on storage location; emphasize 
data integrity, resilience, and protection against cyber 
threats. 

5. Establish a Central Data Governance Authority 
a) Create a specialized, independent regulator tasked with 

harmonizing sectoral rules, monitoring compliance, and 
resolving jurisdictional overlaps. 

b) Ensure transparent, consultative decision-making with 
stakeholder participation from industry, civil society, 
and academia. 

6. Align with WTO and Trade Commitments 
a) Frame localization laws in a manner that invokes 

permissible exceptions under the GATS and other trade 
treaties—national security, privacy, and public order—
while avoiding unnecessary trade restrictions. 

b) Maintain a proactive role in shaping international data 
governance norms, especially within G20 and BRICS 
forums. 

7. Incorporate Periodic Review Mechanisms 
a) Mandate a legislative review every three years to adapt 

localization rules to evolving technological, security, 
and economic realities. 

b) Include impact assessments to evaluate economic costs, 
innovation incentives, and foreign investment patterns. 

8. Capacity-Building for Enforcement Agencies 
a) Provide specialized training for cybercrime units, 

judicial officers, and regulators to handle localization-
related investigations and disputes. 

b) Foster collaboration between state and central agencies 
for coordinated enforcement. 

9. Support Startups and MSMEs in Compliance 
Introduce phased compliance timelines, financial 
assistance, and technical support for small and medium 
businesses to meet localization obligations. 

10. Enhance Public Awareness and Digital Literacy 
a) Conduct awareness campaigns explaining citizens’ data 

rights, localization objectives, and grievance redressal 
mechanisms. 

b) Promote public trust by ensuring transparency in 
government data access and usage. 
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